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Abstract: The good old days of cold war disinformatia are gone. Social media are increasingly
relevant in shaping the public opinion, but they are just “eco chambers”. Foreign actors with malicious
intent can easily exploit this intrinsic feature of social media manipulating online information in order
to influence the public opinion. Moreover, cyberspace allows a large degree of anonymity, behind
which it is easy to automate propaganda, and cyber attacks may be leveraged to exfiltrate and expose
sensitive content or to gain information dominance during military operations, increasing the strategic
relevance of the “information space”. Operations in this domain are central in Russia’s security
strategic thinking, featuring predominantly in its “New Generation War” military doctrine. But the
ongoing militarization of cyberspace risks having dangerous spillovers in the conventional domain.
What can we do in order to protect our open democracies while preserving a global, free and resilient
Internet? The answer is multi-faceted, in as much as CEIW (cyber-enabled information warfare) is
an emerging asymmetric threat that forces us to innovate our security approach in many ways.
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